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1.1 - Physical System Architecture

Management 1
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Hardware Links (Click to Follow Link)

S2S (T41S-2U)
2U 4-Node Server Featuring Highest
Compute Density

S2P (T21P-4U)

Ultra-Dense Extreme Performance
Storage Server
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1.2 — OpenQRM High Level Architecture

=

T Management Plane
M1 M2 = The Management Plane is where OpenQRM Client runs on a
g virtual machine.
OpenQRM } = - Q
M % The OpenQRM Client executes on the two management nodes
=3 (M1 and M2) and the OpenQRM VM Image is stored in a VM
N : == Repository Server (VMRS) to create proper redundancy.
: =
L_egm : J e Administrator View -
Management Plan : : i i) Note that another VM Repository Server can be added for extra
anageme ane VMRS ™ VMRS ! g redundancy.
M1 = Management1 Node ( Ti9r1 ) P 1 [¢]
VI\THZ; ys&ag‘gggg}fw%ggé: %??91,,)1 ) : Extra Distributed VM Repository Worker Plane
RLN = Resource Linking Node ( Tier 1) Server can be added for redundancy
_ The Worker Plane contains the S2S Tier 1 (T1) and S2P Tier 2
Worker Plane T (T2) Worker nodes involving both storage and compute
: resources.
T1 =Tier 1 Node ( Fastest St -88D e
T2 Z Tior 2 Nods { Slowest Storage - HDD ) RLN
The Resource Linker node exposes storage and compute
E resources from the Tier 1 (T1) and Tier 2 (T2) Nodes to
,% OpenQRM through the OpenQRM KVM and local-server plugin.
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S2S Nodes S2P Nodes


mailto:info@hyperscalers.com
https://www.hyperscalers.com/hyperconverged-multi-node-4N-SSD-servers-hyper-converged-SDS-SDC/quanta-qct-server-quantaplex-t41s-2u-(4-node)-t41s2u-buy-hyper-converged-dell-g4-emc-scale-io
https://www.hyperscalers.com/storage/storage-servers/Quanta-QCT-storage-server-QuantaPlex-T21P-4U-T21P4U-buy-distribution-USA-S2P
https://www.hyperscalers.com/storage/storage-servers/Quanta-QCT-storage-server-QuantaPlex-T21P-4U-T21P4U-buy-distribution-USA-S2P

Phone: +61 1300 113 112
Email: info@hyperscalers.com

2.0 — Hardware Checks

Solving Information Technology’s Core
Problem, the Problem of Complexity

(

EEHYPER
SCALERS

W
e

This is a list of hardware that resides in each node and how it should appear when viewing hardware

population and information

2.1-CPU

Every Node, whether it is an S2P or S2S Node, houses two Xeon E5-2630 v4 CPUs

2.2 —RAM

RAM Differs depending on the node. RAM information was checked through the BMC

2.2.1 —Management Nodes
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2.3—=NIC

All nodes are running the same Dual SFP NIC.

2.4 — Storage Card

2.4.1 — Management and Tier 1 Nodes
Management and Tier 1 nodes all house a 3108 storage card

2.4.2 —Tier 2 Nodes
Tier 2 Nodes house a 3008 storage card

" Symbios Logic SAS53008 PCI-E

2.5 — Disks

Please refer to the Physical Architecture diagram in Section 1.1 for further disk information.

2.5.1 — Management Nodes
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3.0 — Network Switches and Cumulus Set up

3.1 — Network Topology Introduction

The network topology for the OpenQRM cluster can be configured with switch redundancy on both
Management and Data path traffic. The commands and tutorial documentation to achieve this are
described in the “Cumulus Linux User Guide”, which can be downloaded from the following link to
the Cumulus Website:

https://docs.cumulusnetworks.com/display/DOCS/Cumulus%2BLinux%2BUser%2BGuide

3.2 — Network Topology Explanation

S1 S2 M1

L1 L2 M2

The management switches (M1 and M2) provide 1G ports to connect the BMC port of each node.

The leaf switches (L1 and L2) connects 25G ports to the 10G data ports of each node (The 25G ports
are downgraded to 10G before data ports are connected to the switch). The Spine switches (S1 and
S2) are used to aggregate the data path to the leaf switches. The MLAG configurations of both the
data and management paths provides network redundancy for the appliance.

The uplink from the management switches should connect to a 1G backplane.
The uplink from the management switches should connect to a 40G backplane.

Within the lab setup, all switches were configured (M1/M2, L1/1L2, S1/S2) and connected the BMC
and data ports respectively.

11
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3.3 — Configuring Management Switches
1 — Firstly, connect a serial to USB cable to the console port behind the switch and an ethernet cable
to the ethO port.

2 — PuTTY (Refer to section 7.0 for download link) is an example of an application that can be used to
access the Com ports on the switches. Refer to the information panel on the switch for console port
connection information.

Gtop Bits:
@ow Control: None )

3 — Refer to “Serial Console Management” and “Wired Ethernet Management” sections of the
cumulus user manual to configure the management ports.

4 — Once the ethO port has been configured, the switch can be accessed through an SSH Client (Such
as PuTTY) and configure ports individually.

5 — As seen in the screenshot below, the BMC of two nodes are connected to two switch ports (swp2
and swp3). Their state is shown as up after configurations have been set.

6 — The switch port (swp1) is connected to an external switch as an uplink. This also provides DHCP
for the whole 1G management path.

12
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3.4 — Configuring Data Path (Leaf/Spine) Switches

3.4.1 — Connections and Configuration
1 — Connect each spine switch to the uplink via 40G QSFP or a 10G break-out cable. This will provide
uplink traffic for all data path nodes via the leaf switches.

Refer to the chapter “Configuring Breakout Ports with Splitter Cables” in the user manual to
configure the uplink traffic.

2 — Each node has 2 ports to carry data with a 10G SFP Interface. In the MLAG setup; one port should
be connected to one leaf switch with the other port connecting the other leaf switch.

As an example, the first 10G port on a management node can be connected to the swp1l of the first
leaf switch and the second 10G port can be connected to the swp1l of the second leaf switch. This
configuration provides redundancy at the network card level for the data path.

—In the Lab environment, the leaf port is connected to the spine with the 40G swp49 and all 10G
ports are configured in bridge mode to carry the data traffic from the nodes to the leaf switch and to
the uplink.

Spine switch port configuration

13
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Spine switch bridge configuration

M
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Leaf Switch Port configuration
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3.4.2 — Commands
1 — Default Credentials for Login:

Username: cumulus
Password: CumulusLinux!
2 — Command List for Spine Switch Configuration (Please run use sudo when required)

cumulus@cumulus:~$ net show interface all
cumulus@switch:~$ net add interface swpl-32
cumulus@switch:~$ net pending

cumulus@switch:~$ net commit

cumulus@cumulus:~$ net add interface swpl link speed 40000
cumulus@cumulus:~$ net add interface swpl link autoneg off
cumulus@cumulus:~$ net commit

cumulus@cumulus:~$ net add interface swp2 link speed 40000
cumulus@cumulus:~$ net add interface swp2 link autoneg off
cumulus@cumulus:~$ net commit

cumulus@cumulus:~$ net add bridge bridge ports swpl,2
cumulus@cumulus:~$ net pending

cumulus@cumulus:~$ net commit

cumulus@cumulus:~$ sudo net show interface swp2
cumulus@cumulus:~$ sudo net add bridge bridge ports swpl, 2,49
cumulus@cumulus:~$ net pending

cumulus@cumulus:~$ net commit

3 — Command List for Leaf Switch Configuration (Please run use sudo when required)

cumulus@cumulus:~$ net show interface all
cumulus@cumulus:~$ net add interface swpl-56
cumulus@cumulus:~$ net pending

cumulus@cumulus:~$ net commit

cumulus@cumulus:~$ net add interface swp49 link speed 40000
cumulus@cumulus:~$ net add interface swp49 link autoneg off
cumulus@cumulus:~$ net commit

cumulus@cumulus:~$ net add interface swpl link speed 10000
cumulus@cumulus:~$ net add interface swpl link autoneg off
cumulus@cumulus:~$ net commit

cumulus@cumulus:~$ net add interface swp2 link speed 10000
cumulus@cumulus:~$ net add interface swp2 link autoneg off
cumulus@cumulus:~$ net commit

cumulus@cumulus:~$ sudo ip link set swpl up
cumulus@cumulus:~$ net pending

cumulus@cumulus:~$ net commit

cumulus@cumulus:~$sudo ifdown swpl

cumulus@cumulus:~$sudo ifup swpl

cumulus@cumulus:~$sudo net show interface swpl

16
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4.0 — Debian Install Process

Due to the Debian process’s similarity to each other, | will show one install process that can be done
on all nodes and then show the differences

4.1 — Preparations

4.1.1 Preparing Installation Media

Firstly, a Debian 9.5.0 ISO Image needs to be copied to a DVD, USB Flash Drive or other storage
media that be connected to the associated nodes for installation. In this installation, the Windows
version of Rufus 3.3.1400 was used with a USB Flash drive. Thus, the copying of the Debian Image
will be shown below using Rufus 3.3.1400.

1 - Firstly, insert USB Drive.

2 - The USB Flash drive should appear in the

Device field. Be sure to select the correct drive
2 - Start the Rufus Application. - in the drop-down menu.

.
# Rufus 3.3.1400 x Device
Drive Properties —08 —77 8 — BACKUP (E:) [32 GB] ~
Device
BACKUP (E}) (32 GB]
Boot selection
|Disk or 150 image (Please select) i~ @ SELECT
Partition scheme Target system
v Show advanced drive properties
Format Options ——— 3 - Click the Select button

Volume label

File system Cluster size
FAT32 (Default 16 kilobytes (Default

Boot selection
Disk or 1SO image (Please select) “| ) SELECT l,\\,

~ Show advanced format options

Status

READY

CLOSE

1 device found I

4 - Find and Select the Debian ISO

I debian-9.5.0-amd64-netinst I

6 - The following message may appear, select
Write in 1ISO Image mode (Recommended) if it 5 - Click the Start button

has not already and click the OK button. SRS

READY
The image you have selected is an ‘ISOHybrid’ image. This means it can be .
¢ ( Y = B START CLOSE
written either in 1SO Image (file copy) mode or DD Image (disk image) mode N
Rufus recommends using ISO Image mode, 50 that you always have full access to Lart the formatting operation. |

the drive after writing it
However, if you encounter issues during boot, you can try writing this image
again in DD Image mode.

1 device found

Please select the mode that you want to use to write this image:

(@ Write in 1SO Image mode (Recommended

O write in DD Image mode 7- Another Message will appear warning
[ o l}. Cancel - that all data on the drive will be

destroyed. Click the OK button.

I OK Cancel I
8 - The ISO will be written to the USB «

Flash Drive. Once completed, it will be
ready for the node installation. 17
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4.1.2 Preparing the node for USB Boot

The nodes may need to be configured to boot from the USB. Insert the USB Flash Drive Boot into the
BIOS.

1 - Firstly, make sure that UEFI mode is enabled on the associated node. This can be seen under the
Boot Category and in the Boot Mode Select Option. Boot Mode Select should be set to UEFI. A
Reboot may be required for the option to take effect if it had to be changed.

setup Prompt Timeout

2 - Now head to the Save & Exit Category and the USB Drive should appear within the list near the
bottom of the BIOS screen. Select this USB Drive to boot to it.

Aptio Setup Utility - Copyright (C) 2016 American Megatrends, Inc.

LUEFI: SanDisk, Partition 1
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4.1.3 —Boot Screen
The boot screen for Debian should now appear. Select the Install Option.

Dehian GNU/Linux 9.5.@

Debian GNU/Linux UEFI Installer menu

Graphical install
Install

Advanced options ...

Install with speech SuUfthesis

Enter

= GRUB™ Cemmand
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4.2 — Debian Installation Process

4.2.1 —Select Language, Location and Keyboard Layout
Note that this process may be slightly different depending on location

1 - Select Language

1 [11] select a language F

i the Lacsionts o b g for ! Lrmakinti process. The Swiactad laniimse il abso b the dnfmilt Tewmes
o toe s taL e mikten
Larguage:

- No localizatlon
- Shaip

- e
- Asturimy
Euskara

- Benopycren
- Bosanski

Catalen - cat
Chinese (Sirplifies) -
Chinesa (Traditionall -
croatian - v

Czecn
ganish

- Kurci
Latvimn - Latuiskl

2 - Select Location 3 —Select Keyboard Layout

[11) Configure the keyboard

1 (1] Select your locatian

The salected Jocation ulll be USed th set your Line Zine And Bl for EXAMLE th NeLp Seléct The system lacels.
Norwelly this should be the country where you

sosnien
This 1s & shortlist of incations based on the language you selected. Coosa "other” if your location is not listed.

it Eratish
Country, territory o area: Bulgarian (806 Lot

ot
Bulgrin {amanetic. lauout)
fntigua, o garbucn

Commion
Canstian ) uuwm

eria
Philispines

ingapore.
South Rrica
inited in

Zenbia
2Ztnbatue
ather
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4.2.2 — Configure Networking
1 - Select ens20f0 as the network adapter, this should be the first connection on the NIC.

This should correspond to the physical connection on the NIC on the back of the node.

2 - After selecting the primary network interface, the network should be automatically configured
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4.2.3 — Hostnames and Domain Names
1 - This is where each node will differ slightly as each node will have a different hostname.

These were the hosthames can be used for each of the nodes involved in the architecture:

e Management Plane Nodes
o managementl
O management2

O vrms
o frln
o  Worker Plane Nodes
o S25-T1-1
o S2S-T1-2
o S25-T1-3
o S2S5-T1-4
o S2P-T2-1
o S2P-T2-2
o S2P-T2-3
o S2P-T2-4

2 - Don't enter anything for this screen, press the Enter key to skip through.
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4.2.4 — Set up Root Password
Set your password of choice. The password we used for our appliance build was admin.
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4.2.5 —Set up User name and User Password
1 — Set the user name. For our build we used storagedata

2 — Set up the user password. Again, we used admin
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4.2.6 —Set up Location and Clock

These are the screens that appeared for us as we are in Australia. Thus, this will differ slightly
depending where you are in the world.

1 —Select your Time Zone
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4.2.7 — Partitioning the Storage for the Operating System
The partitioning of storage differs across many different nodes. Hence, this section is split up in the
different ways to partition storage for the different nodes.

Please proceed to section 4.2.7.1 for nodes that use a 3108 card and section 4.2.7.2 for nodes that
use a 3008 card.

4.2.7.1 — Nodes with 3108 Card
All nodes with the 3108 RAID Controller Card are partitioned the same way. These apply to the
nodes:

e Management 1
e Management 2

e VMRS

e RLN

e S25-T1-1
e S525-T1-2
e S525-T1-3
e S525-T1-4

1 —Select Manual for the partitioning method.

2 — Select the full 150GB drive as seen in the screenshot.
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3 —Select Yes if this message appears. Do note that all data will be erased from the drive.

4 — Select the free space that was created on the 150GB Drive.

5 —Select Create a new partition

6 — Make this partition 512MB
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7 — Select Beginning

8 — Set the type of Partition to EFI System Partition

9 — Make sure that the bootable flag is on
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10 — Select Done setting up the partition

11 - Create a new ext4 partition with the size of 130GB. Follow steps 1 to 8, except change the fields
to reflect the screenshots below.
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12 - Create a new swap partition with the size of 19GB. Follow steps 1 to 8, except change the fields
to reflect the screenshots below.
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13 — Back on the main partitioning screen, you should see the three partitions that were created,
their sizes and their types. Select Finish partitioning and write change to disk.

14 — Select <Yes> to write the partition changes to disk

15 — The partitioning will begin, and core files will be installed. This may take some time.
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4.2.7.2 — Nodes with 3008 Card
All nodes with the 3008 card are partitioned the same way. These apply to the nodes:

e S2P-T2-1
o S2P-T2-2
e S2P-T2-3
e S2P-T2-4

1 — Select Manual for the partitioning method.

2 — Partition an EFI System Partition with the size of 512MB on the first drive
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3 — Partition a swap area on the first OS SSD with a size of 19GB
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4 — Partition a swap partition on the second OS SSD with a size of 19.5GB
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6 — Configure a RAID on the remaining disks, mimicking the configurations seen in the screenshots
below
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{ [V!] Partition disks |

FPlease choose the tupe of the software RAID device to be created.
Software RAID dewvice tupe:

RAIDO
RATD 1|
RAIDS
RATDE
RAID10

<Go Back:

1 [T Partition disks |

The RAIDL array will consist of hoth active and spare devices. The active devices are those used, while the spare
devices will only be used if one or more of the active devices fail. A minimum of 2 active devices is reguired.

NOTE: this setting cannot be changed later.
Mumber of active devices for the RAID1 array:

<Go Back> <Continue>

— 1 [I!] Partition disks |

Number of spare dewvices for the RAIDL array:

<Go Back: <Continues

| V1] Partition disks |

You hawve chosen fto create a RAIDL array with 2 active devices.
Please choose which partitions are active devices. You must select exactly 2 partitions.

Active devices for the RAID1 array:

<Go Back: <Continues

{ [11] Partition disks |

Before RAID can he configured, the changes have to be written to the storage devices. These changes cannot be
undane.

When RAID is configured, no additional changes to the partitions in the disks containing physical volumes are
allowed. Please convince yourself that you are satisfied with the current partitioning scheme in these disks.

The partition tables of the following devices are changed:
8CSI6 (0,0,0) (sda)
SCSIT (0,0,0) (sdh)

Write the changes to the storage devices and configure RAID?

<No>
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7 — Create an ext4 partition on the RAID 1 Drive with a size of 130GB
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8 — Finalize the configuration

9 — The partitioning will begin, and core files will be installed. This may take some time.

41


mailto:info@hyperscalers.com

Phone: +61 1300 113 112 Solving Information Technology’s Core
Email: info@hyperscalers.com Problem, the Problem of Complexity

4.2.8 — Package Manager Configuration and Selecting packages
This involves selecting the closest mirror to receive the best update speeds for required packages.
We selected Australia as that is where we reside. Try to pick a mirror that is closest to you.

4.2.8.1 Selecting a mirror
1 - Select Closest/Residing Country

2 — Select mirror.



mailto:info@hyperscalers.com

Phone: +61 1300 113 112 Solving Information Technology’s Core
Email: info@hyperscalers.com Problem, the Problem of Complexity

3 —This screen will appear during the package manager configuration. Press the Enter key to skip
through

4 - Proceed to Section 4.2.8.2 for management nodes
Proceed to Section 4.2.8.3 for all other nodes

43


mailto:info@hyperscalers.com

Phone: +61 1300 113 112 Solving Information Technology’s Core
Email: info@hyperscalers.com Problem, the Problem of Complexity

4.2.8.2 Software Selection — Management Nodes

1 - For the two management nodes, we added a Debian desktop environment as well as the SSH
Server and standard system utilities. Press the Space bar to select and unselect software packages.
Press the Enter Key to Continue.

2 — Proceed to Section 4.2.8.4

4.2.8.3 — Software Selection — All other nodes

1 —For all other nodes, we only selected the SSH Server and Standard System Utilities. A Debian
desktop environment is not required for these nodes. Press the Space bar to select and unselect
software packages. Press the Enter Key to Continue.

2 — Proceed to Section 4.2.8.4
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4.2.8.4 — Updates from mirror
Updates and required base packages will now download from the chosen mirror. This will take some
time.

45


mailto:info@hyperscalers.com

Phone: +61 1300 113 112 Solving Information Technology’s Core
Email: info@hyperscalers.com Problem, the Problem of Complexity

4.2.9 — Finalizing the Installation

1 — Once the installation is complete. This screen will appear. Simply select Continue to end the
installation process. Now remove the USB Flash Drive to prevent the Debian installer from booting
again.

46


mailto:info@hyperscalers.com

Phone: +61 1300 113 112 Solving Information Technology’s Core §§\§
Problem, the Problem of Complexity %S A LE RS

Email: info@hyperscalers.com

5.0 = OpenQRM Installation

This section will cover the Entire OpenQRM Installation for all nodes.

5.1 —= OpenQRM Management Group Architecture

The OpenQRM Management Group includes the architecture for the two management nodes and
how they manage their High Availability functionality. As seen in the diagram, the OpenQRM Server
with the grey tint, is set up on the Management 2. This will take over if the OpenQRM Server running
on Management 2 were to stop running.

OpenQRM Management Group

To other nodes

P

Network

OpenQRM Files

Ubuntu 16.04 Operating
System Files

OpenQRM Server NFS Partition Export

Running Ubuntu 16.04 Debian 9.5.0

NFS Partition Mount VRMS NFS Partition Mount

QEMU KVM QEMU KVM

Pacemaker Pacemaker
Corosync Corosync

Debian 9.5.0 Debian 9.5.0

Management 1 Management 2

Legend
Whaole Node Network

|:| MFS Partition or Mount

Software

|:| Software running in VM

i Mot running, but High Availability Swap
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5.2 = OpenQRM Worker Architecture
The OpenQRM Server (In purple) includes the functionality of the HA and other services in the
OpenQRM Management Group. All Major Storage partitions (8TB for $25-T1-1/2/3/4 Nodes and 48
TB for S2P-T2-1/2/3/4 Nodes) for each node have been exported as an NFS to the RLN Node. This is
to allow OpenQRM create large combined storage pool using all the node’s storage available.
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NFS
Partition
Mount

OpenQRM |_|
Client

OpenQRM Management Group

OpenQRM Server

Debian 9.5.0

RLN

NFS Partition| OpenQRM
Server (8TB) Client

Debian 9.5.0

S2S-T1 (x4)

NFS Partition
Server (48TB)

Debian 9.5.0

S2P-T2 (x4)

OpenQRM
Client

Legend
Whaole Node Network

|:| MFS Partition or Mount

Software

I:I Software running in VM

0 Mot running, but High Availability Swap
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5.3 —=0penQRM Installation Preparation (Management Nodes)
Debian (with a graphical desktop) should now be installed on both Management Nodes. This will
follow the installation of both nodes, differences will be noted throughout this guide.

1 - Open a terminal on the management node or SSH using an SSH Client

2 — Make sure you have root privileges. Enter su into the terminal and provide the password admin
when prompted.

:~% su
Password:
root@nanagementl: /home/storagedata# ||

5.3.1 —Installing required packages
1 — Enter the following into the terminal (All one line):

e apt-get update && apt-get upgrade && apt-get install vim net-tools bridge-utils nfs-
common -y

root@management?: /home/storagedata# apt-get update && apt-get upgrade && apt-get
install vim net-tools bridge-utils nfs—u:-mm::nr'

The system will update itself and install all the required packages. This will take some time

Get:2 http://ftp.au.debian.org/debian stretch/main amd64 vim amd64 2:8.0.0197-4+deb9ul [1,034 KB]
Fetched 6,441 kB in ©s (6,557 kB/s)

Selecting previously unselected package vim-runtime.

(Reading database ... 125348 files and directories currently installed.)

Preparing to unpack .../vim-runtime 2%3a8.0.0197-4+deb9ul all.deb ...

[Adding 'diversion of /usr/share/vim/vim80/doc/help.txt to fusr/share/vim/vim80/doc/help.txt.vim-tiny by
vim-runtime'

Adding 'diversion of fusr/share/vim/vim80/doc/tags to /usr/share/vim/vim80/doc/tags.vim-tiny by vim-runt
ime’

Unpacking vim-runtime (2:8.0.0197-4+deb9ul) ...

Selecting previously unselected package wvim.

Preparing to unpack .../vim 2%3a8.0.0197-4+deb9ul amd64.deb ...

Unpacking vim (2:8.0. 019? 4+deb9ul) ...

Processing triggers for man-db (2.7.6.1-2) ...

Setting up vim-runtime (2:8.0.0197-4+deb%ul) ...

Setting up vim (2:8.0.0197-4+deb9ul) ...

update-alternatives: using /usr/bin/vim.basic to provide /usr/bin/vim (vim) in auto mode
update-alternatives: using /usr/bin/vim.basic to provide /usr/bin/vimdiff (vimdiff) in auto mode
update-alternatives: using /usr/bin/vim.basic to provide /usr/bin/rvim (rvim) in auto mode
update-alternatives: using /usr/bin/vim.basic to provide /usr/bin/rview (rview) in auto mode
update-alternatives: using /usr/bin/vim.basic to provide /fusr/bin/vi (vi) in auto mode
update-alternatives: using /usr/bin/vim.basic to provide /usr/bin/view (view) in auto mode
update-alternatives: using Jusr/bin/vim.basic to provide /usr/binfex (ex) in auto mode
root@managementl: /home/storagedata#
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5.3.2 — Network Setup
1 — Enter the following into the terminal

e  brctl addbr brO
e brctl addif brO ens20f1
o brctl show

The following table should appear after entering brctl show

This confirms that the bridge has been successfully added

2 — Open /etc/network/interfaces in a text editor. | used vim to edit this file:

e Vi /etc/network/interfaces

Modify this file to reflect the screenshot below

3 — Reboot the system

YPER
ALERS
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5.3.3 = Copying the OpenQRM Installer

The OpenQRM Installation file can be copied to the first management node in many ways. | used an
application called WinSCP. This is how | copied the OpenQRM Installation file.

1 — Open WinSCP and type the IP address of first Management node. It was 192.168.18.219 in this

case.
& Login — X
E New Site Session
File protocol:
T ~
Host name: Port number:
[192.168.18.219] | 2]
User name: Password:
Save v Advanced... |V
Toos v Manage v logn |} Close Help

2 —Click the Login Button

3 — This Dialog may appear.

1 WARNING - POTENTIAL SECURITY

Copy key fngerpts to dpacard

= el [T% elp

4 - If it does appear, click the Update button
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5 —Type in the username for the management node. In this case, it was storagedata.

6 — Type in the password for the management node. In this case, it was admin

Username - 192.168.18.219

A Searching for host...
&I—I Connecting to host...

Authenticating...

Username:

*

|sb3ragedaﬂ

Password - 192.168.18.219

Searching for host...
g Searching for hos
|3| - Connecting to host...
Authenticating...

assword:

s

7 — WinSCP should set the default directory to show. Drag and drop the OpenQRM-Enterprise-

Appliance-X.X.X.tgz file into the storagedata home directory in WinSCP.

openCRM-Enterprise-Appliance-3.3.6.6gz

.....

PP

Documents
Downloads
Music
Pictures
Public
Templates

Yideos
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8 — Wait until the transfer is finished

:_f—_—‘ File: \...\openQRM-Enterprise-Appliance-5.3.6.tgz

= Target:  /home/storagedata/
Time left: 0:00:55 Time elapsed: 0:05:5
Bytes transferred: 618 MB Speed: 33.4MB/s

X3 - 5D - Ounlimited  ~
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5.3.4 —Running the OpenQRM Installer

Note: Even though the style of the screenshots looks can look slightly different to each other ( as the
installer can run through the Debian GUI or an SSH terminal ), the dialog boxes and options will still
perform the same way.

1 — Make sure you are in the home directory. In this case, it would be /home/storagedata
If you are not in this directory, then enter cd /home/storagedata into the console.

2 — Entering dir should reveal the .tgz file in the home directory

3 — Enter the following into the terminal:
tar -xzf openQRM-Enterprise-Appliance-5.3.6.tgz

Note that the 5.3.6 in the file name can be subject to change if another version of OpenQRM is used.

yt@mana

yt@mana

4 — Enter the following to get to the extracted directory

cd openQRM-Enterprise-Appliance

@managementl:/hor yragedata# cd =nQRM-Enter —-Appliance

5 — Start the installer application by entering the following command

./openQRM-Enterprise-Appliance

pengRM Enterpr AppLia taile
Installs the openQRM Enterprise Appliance on KVM Virtualization Host. e

7 — Read the OpenQRM License and Click Exit to continue

w— — 1
opengRM Enterprise Server and Client Licenses Agreement 3
(1) This openQRM Enterprise Server and Client License Agreement e
("Agreement”) is by and between openQRM Enterprise GmbH,

Berrenrather Strasse 188c, 50937 Cologne, Germany, and the Customer %

as identified on the Order Form on the use of openQRM Software.
(2) openQRM Software is a client-server-based platform to manage and

automate complete Datacenter Workflows. e
(3) This Agreement and its annexes shall form the entire Agreement.
Conflicting or deviating Customer conditions do not apply, even if

openQRM Enterprise GmbH grants licenses in full knowledge of Customer's P
general terms and conditions.

1.

Definitions

For the purpose of this Agreement, the following terms shall have the
respective meanings below:

.Client™ means a physical Computer System which is integrated into and B

: !

. v :99ggqc . z :39q9qc 9999299999
S ——
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8 — Click Yes to accept the OpenQRM License

openQRM Enterprise License R
Do you accept the openQRM Enterprise License?

9 — Select the highest option for the VM Size (Production) and Click OK.

Production was chosen as most modern machines would be able to run at this level. Select the lower
options if you feel that your machine will not be able to handle the OpenQRM VM.

[ VM Size }
Select a VM Size:
19999999999999999999999999399999999999999999999999999999
1 small (512MB Memory, 1 CPU)
medium (1GB Memory, 1 CPU)
large (2GB Memory, 2 CPU)

production (4GB Memory, 2 CEU)

| DURS

)
)

B M X XM

<Cancel>

10 — Put in the location of the NFS store that will hold the OpenQRM Image. In this case we used
/vmstore.

{ VM image location |
Please provide the path to a directory for store the openQRM Enterprise Appliance VM image.
If the directory does not exist it will be created by the installer.

Please notice:
For a highavailability setup this directory must be shared between the KVM Virtualization Host!

Press ENTER to go on with the defaults

x/vmstore]|

Please proceed to section 5.3.4.1 and then proceed to section 5.3.4.2.
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5.3.4.1 — Installation process continuation for Management 1
1 — A Default MAC Address will be generated for this dialog. Write down, save or screenshot the
MAC Address entered here, as it will be required later in this guide.

Click OK.

Configure the MAC address of the opénIOvRM>Enterprise Appliance VM. Press
ENTER to go on with the defaults

{52:54:00:44:fa:41|

< 0K > <Cancel>

2 — The defaults here will be suitable. Click OK.

PR MU TTaD SCIITT
Configure the KVM gemu-ifup script for the openQRM Enterprise Appliance VM. x|
Press ENTER to go on with the defaults X
1agyg999999999999999999999999999999IIIIIIIIIIIIIIIIIIIIIIIIIIIIAIYIIIAAIIIL
x/etc/qgemu~-ifup, b
m %
Ul
< ORK > <Cancel>

939999999993999999999939999939399333339993III99IIIa9IIIIIIIIIIIIIIIIIIIAAIIAAALT

3 — Leave Port 5901 as the default. Click OK.

If another port is selected, record the port for later use

[ VM VNC port 1]
openQRM Enterprise VM VNC port
1999g9gag9aaaaIqadqqaagdadaaaaaagaaaaaaaaaaaqaqaaqaaaay

X {*) 5901

B oW oX X
S
w
w
o
=
Bibd bababd e bibd b ba ba b

<Cancel>

L

4 — Leave as default here. Click OK.

[ VM keymag
openQRM Enterprise VM keymap
1999999999999999999999999999999999999999999999999999999
X (=) SN-us
x () 2 de
m

7 — Click Yes here, the OpenQRM Image will begin copying to the shared store.
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e Appliance installe

Configuration data complete.

Next step will copy and setup the openQRM Enterprise Appliance VM.

Please notice that this procedure may take a few minutes! P
e

8 — Click Yes here to start the OpenQRM Appliance.

openPRM Enterprise Appliance installer
Start the openQRM Enterprise Appliance now?

9 — Click OK on all the following dialogs dialog.

openQRM Enterprise Appliance installer
Successfully started the openQRM Enté&prise BAppliance VM. You can now
connect to its console by VNC wia -> managementl:1

< WK >
JaJaaaaqaqaaaaqagaaqaadaaaaaaqaaaaaaaaaaaaaaaqaaaaqagaaaaaaaaaaaqaadaaaaaaaaaaaaaqaaaaat

penQRM Enterprise Appliance installer
You can further adapt the config‘urati[}n for the open@RM Enterprise Appliance
by editing /etc/opengrm-appliance.conf

993999999999999999999999999999999999999999999999993999999999999999999999999999 ]

openQRM §

Appliance installe

terprise Ar g
Please find documentation and detailé\i HowTos for different Use-cases at
http://opengrm-enterprise.com
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5.3.4.2 — Installation process for Management 2
1 — Enter the MAC Address that was saved from Step 1 in section 5.3.4.1. Click OKs

Configure the MAC address of the opénIOvRMbEnterprise Appliance VM. Press
ENTER to go on with the defaults

{52:54:00:44:fa:41|

< 0K > <Cancel>

2 — Defaults are suitable. Click OK on all the dialogs shown below.

G
Configure the KVM gemu-ifup script for the openORM Enterprise Appliance
VM. Press ENTER to go on with the defaults

Jetc/gemu-ifupll

< 0K > <Cancel>

openQRM Enterprise VM keymap
i
b
1 GxE
()2 de
< 0K <Cancel>

3 — Leave Port 5901 as the default. Click OK.

If another port is selected, record the port for later use.

openQRM Enterprise VM VNC port

I
Ly

1 B2

() 2 5962

()3 5903

()4 5904
< VK > <Cancel>

4 — Click Yes on this dialog

Configuration data comple{é 5

Next step will copy and setup the openQRM Enterprise Appliance VM.
Please notice that this procedure may take a few minutes!

taller

< Vs > <No >
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5 — Click No as we do not want to overwrite existing the image.

*** The openQRM Entérpr)sé Appiiance M xmade already exists! ***
Overwrite the openQRM Enterprise Appliance image

6 — The Installer will now copy any required configurations

Creating openQRM Enterprise Appliance configuration
fetc/opengrm-appliance.conf

7 — Click No on this dialog, as the OpenQRM Client is already running on the Management 1 Node

openQRM Enterprise Appliance installer

terpri
Start the openQRM Enterprise Appliance now?

< Yes > S
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5.3.5 —Small Network Changes
Please open a terminal on Management 1

1 — Enter the following into the terminal

brctl addif br0 tap0

((((0

HE

root@managementl:/home/storagedata# brctl addif brO tap®@
root@managementl:/home/storagedata# I

2 — Enter the following to confirm that tapO has been added as an interface

brctl show

Usage: brctl addif <bridge> <device> add interface to bridge
root@managementl:/home/storagedata# brctl addif br@ tap®
root@managementl:/home/storagedata# brctl show

bridge name bridge id STP enabled interfaces
bro 8000.a81e84c39%a4c no ens20f1
tap0

root@managementl:/home/storagedata# D
__

¢HYPER
®38SCALERS
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5.3.6 — Access OpenQRM VM through VNC

Please make sure the terminal is running inside the desktop environment of management 1 (i.e.
do not use an SSH terminal).

1 —Install a VNC Viewer by entering the following into the Management 1 Terminal.

apt-get install tigervnc-viewer

2 — Type the following into the terminal

vncviewer management:1

root@managementl: /home/storagedata# vncviewer managementl: I

3 — Log into the OpenQRM VM using the following credentials

Username: opengrm
Password: opengrm

QEMU - TigerVNC x
1 & s mt
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5.3.7 — OpenQRM Internal Network Configuration (OpenQRM VM)

1 —Type the following to edit the Network Configuration file

sudo vi /etc/network/interfaces

You may be prompted for a password. Use the follow credentials:

Password: opengrm

Change the network file to mimic the screenshot below

# Thiz file es the network interface
# and how to actiy g them. For more inform

source Jetc/snetwork/lnterftaces.ds:

The loopback network inter

o inet loophack

1 inet dhcp

2 — Reboot the OpenQRM machine by entering the following:

sudo reboot

.-'-|| lable on your

zee lntertace

3 — Once rebooted, enter the following to obtain the IP of the OpenQRM VM on the network

Ifconfig

As seen in this screenshot, the IP is 192.168.18.118. The IP shown in your configuration may differ.

Please record this IP somewhere for later use.
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5.3.8 — Update OpenQRM (OpenQRM VM)
1 — Enter the following into the VNC Viewer terminal in order to update the OpenQRM VM

sudo apt-get update && sudo apt-get upgrade
You may be prompted for a password. Use the following credentials:

Password: opengrm

2 — Wait for this process to finish, it may take a while.
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5.3.9 — Transferring OpenQRM Installation to OpenQRM VM
Please follow a similar process as seen in Section 5.3.3 for WinSCP.

1 — From a machine connected on the same network, access the OpenQRM VM using the IP
obtained from step 3 in Section 5.3.7 using WinSCP (or similar application).

Use the following credentials

Username: opengrm
Password: opengrm

2 — Transfer the OpenQRM installation file into the OpenQRM VM’s Home directory

openQRM 5.3.8-Enterprise-Edition-Eval-enterpri... 9419 KB
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5.3.10 — OpenQRM Installer Extraction and Installation (OpenQRM VM)
1 — Ensure that the current directory is the home directory. Entering the dir command should show
the archive file that was transferred in Section 5.3.9.

2 — Extract this archive by entering the following into the terminal:
tar -xvzf openQRM-5.3.8-Enterprise-Edition-Eval-enterprise.tgz

Note that the .tgz file may have a slightly different name that will have to be accommodated for in
the extract command.

3 — Use the cd command to proceed into the extracted directory. Enter the following into the
terminal:

sudo ./install-openqrm.sh
You may be prompted for a password. Use the following credentials:

Username: opengrm
Password: opengrm
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accept the license.
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5 — Wait for the rest of the installation to complete
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6 — Installation is now complete and the OpenQRM server is running.
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5.3.11 — OpenQRM Web Access

1 — On a machine running on the same network, open a web browser and enter the following into
the URL bar:

http.//<IP of OpenQRM Server>/openqrm

Replace <IP of OpenQRM Server> with the IP recorded in step 3 within Section 5.3.7.

2 —There will be a dialog prompt for credentials. Use the follow credentials:

Username: opengrm
Password: opengrm

192.168.18.118,

ize Description

t 19216818118 Port 80

Windows Security X

Microsoft Edge

The server 192.168.18.118 is asking for your user name and
password. The server reports that it is from openQRM-Server
Login. [

Warning: Your user name and password will be sent using
basic authentication on a connection that isn't secure.

openqrm

OK Cancel
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5.3.12 — OpenQRM Initial Configuration and Licensing
1 —There should only be one option for the network card. Click the SUBMIT button.

(
ey

o
LN €
NI

YPER
ALERS

Please select a network card

The selected network card will be used to setup
ens3 ® openQRM Server and create the openQRM
Management Network. All available and configured
network interfaces on this system are listed on the left

2 — Leave the option as mysql. Click the SUBMIT button

Setup

Please select a database type

Select the database type to use for storing the openQRM
mysql © data,

postgres
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3 — Enter a user name and password of your choice. We used the following credentials:

User: root

Password: opengrm

Click the SUBMIT button.

Setup Configure the database connection and initialize openQRM
Fill in the database name, the
Server ocalhost database server and a username
plus password to setup the database
connection.
Database * opengrm
User*
Password 0000 sesssss
Restore last backup
ol
4 — This screen will now appear
._.'. QRM INFO DOCUMENTATION SUPPORT ACCOUNT LANGUAGE | en
@ Datacenter m
Dashboard .
Server Welcome to your newly installed openQRM Enterprise Edition
g :Z'anms Please activate it by uploading the license key files you received by email
Upload License File(s)
& Activities b K s
i Key
Events
Cammands Server liconss Frrr
B8 Plugins Client Licenses {optional) Browse.
Plugin manager
L

5 — Click the Browse button for Public Key

I Public Key X | Btrvwse I

6 — Select the public key file, like what is shown below

_MACOSX
opengrm-enterprise-client-license.5.2.120.dat
7] opengrm-enterprise-server-license.5.3.dat

Pubi3 3key
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7 — Click the Browse button for Server License

I Server License

8 — Select the server license file, like what is shown below.

—MACOSX
opengrm-enterprise-client-license.5.3.120.dat
7 openqrm-enterprise-serverglicense.5.3 dat

public5.3.key

9 — Click the Browse button for Client Licenses

I Client Licenses (optional) Browsg, ‘ I

10 - Select the client license file, like what is shown below.

_MACOSX
openqn-enterprise-fent icemse 53.120dat
7 opengrm-enterprise-seiver-license.5 3.dat

publicS3key

11 — Click the SUBMIT Button

Welcome to your newly installed openQRM Enterprise Edition

Please activate it by uploading the license key filas you received by email

Upload License File(s)

Public Key C:\Users\Greg\DeskiopHyperScale  Browse

Server License C:\Users\Greg\Deskiop\HyperScale  Browse.

Client Licenses (optional) Ci\Users\Greg\DesktopHyperScale  Browse.
el

(
&«(0

(L

i
N €
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12 — The OpenQRM initial set up process is complete. The dashboard will now appear

._' QRM INFQ. DOCUMENTATION SUPPORT ACCOUNT LANGUAGE | en + [E]
EnEE R Uploaded License File public 5.3 key
Uploaced License File openqmm-enterprise-servericense 5 3 dat
Uploaded License File openqmi-enterprise-client-icense. 5.3.120.dat
@ Datacenter DATACENTERS
Dashboard
Server
» Gomponenis Datacenter Load Datacenter Load
Events
Datacenter (overal) 008 a
& Activities ikl oo o
Storage natwork I
Events
Commands 0.4 Ib
Invento
H Plugins ry
Plugin manager Server by type
5
Events
Date Source Description
2018/09/29 10:20:26 opengrm_lock queue  NOTICE Resource 0 cmd /usrishare /opengrmy/bin/open.
Physical System (1)

2018/09/29 102025 openqrm_lock_ queue  NOTIGE: Resource 0 running cmd i sushare/opengrm

2018'09/29 102022 opengim_lock_queue  NOTICE Resource 0 cmd Jusiishare (opengrmib niopen.
No data available

© STORAGE MANAGEMENT

20187/28 102021 openqrm_lock queue  NOTICE: Resource 0 running cmd iusrishareiopengrm/

201809725 102019 openqim_lock queus  NOTICE: ReSoUrce O C JUsTishare opengrmibiniopen

2018/09/28 102017 opengm_lock_queue  NOTIGE: Resource i) running cmd iuswshare/opengrm/

20180929 10:18:11 opengim_lock_queue  NOTIGE: Resource ) cmd Jusi/share opengrmibiniopen
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5.3.13 — Extra Licensing in OpenQRM

Multiple Licenses files can be added consecutively to OpenQRM. This is how more licenses can be
added after the initial OpenQRM configuration process.

1 — Near the top of Web Ul, Click the INFO button.

I -?. QRM IN}»{"J DOCUMENTATION SUPPORT ACCOUNT LANGUAGE | en ~ @
@ Datacenter
Dashboard
Server Account "opengrm”

2 — A Dialog will appear. Click the UPLOAD LICENSE FILES button

nqr

o0
- QRM
ENTERPRISE openQRM Enterprise 5.3.8

openQRM Enterprise developed by openQRM Enterprise GmbH

All source code and content (c) Copyright 2014, openGRM Enterprise GmbH unless specifically noted

otherwise. This source code is released under the opanQRM Enterprise Server and Client License unless

olherwise agreed with openQRM Enlerprise GmbH. The latest version of this license can be found at
fopanqrm-en m By using this software, you acknowledge having read this license and

|atior agree to be bound thereby.

©0penQRM Enterprise Server License

License Version' 5.3
Included Clients: 2
Server valid until- October 3, 2021

©0penQRM Enterprise Client License(s)
hatio
4 Total valid Clients License(s). €

Clients License(s) details:

Aditional Clients: 4 (expiry at: October 3, 2021)

3 — A screen will now appear that appears similar to the one seen section 4.3.12

Upload License File(s)

Public Key Browse.
Server License Browse...
Client Licenses {optional) Browse.
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5.4 — OpenQRM HA Installation (Management Nodes)
This process is performed on both Management Nodes. Please perform this installation process on
Management 1 first.

5.4.1 - Installing required packages
1 — Enter the following into the terminal to obtain the correct packages required for installation

rnnr@mallagement]:,-’hn'neg'stnraqedaTafﬁpenDRM—FnTerp"isp.--"mp'l1'an.f.ea¥ apt-get install pacp.rral
Er COrosync

2 — Wait for the package installation to finish

lemnq up snmp (5.7.3+d7sg-1.7) ...

etting up cluster-glue (1.6.12-5) ..

ddgroup: The group "haclient' already exists as a system group. Exiting.

he system user ‘hacluster' already exists. Exiting

[reated symlink /etc/systemd/system/multi-user.target.wants/logd.service - /lib/system
/systen/logd. service

etting up Libtotem-pgS:and6d (2.4.2-3+debdul)

etting up Libstonithd2:amd64 (1.1.16-1)

etting up libcrmservice3:and6d (1.1.16-1) ..

etting up libtransitioner2:amd6d (1.1.16-1) ..

etting up libpe-status10:amd6d (1.1.16-1) ..

etting up libpe-rules2:amd6d (1.1.16-1)

etting up fence-agents (4.6.25-1) ...

etting up 1iblrndl:andéd (1.1.16-1)

etting up resource-agents (1:4.6.6~rcl-d) ..

etting up libcibd:and6d (1.1.16-1) .

etting up libcrmclusterd:and6d (1.1.16-1) ..

etting up corosync (2.4.2-3+debdul)

reated symlink /etc/systemd/system/multi-user.target.wants/corosync.service « /lib/sys|
emd/system/corosync.service

etting up pacemaker-resource-agents (1.1.16-1)

etting up libpengineld:amd6d (1.1.16-1) ..

Setting up pacemaker (1.1.16-1)

reated symlink /etc/systend/system/multi-user.target.wants/pacemaker.service - /lib/s
temd/systen/pacemaker. service

etting up pacenaker-cli-utils (1.1.16-1) ...

rocessing triggers for libc-bin (2.24-11+deb9u3) ..

rocessing triggers for systemd (232-25+dedgud) .
B

5.4.2 — High Availability Cluster Setup
The High Availability Cluster Installer should already be present in the Management Node’s home
directory when it was copied using WinSCP in section 5.3.3.

| Py = 3
i Newsite Session
Eile protocol:
SFTP v
Host name: Port number
[192.168.18.219] I 23]
User name: password:
Save v Advanced... |¥
Toos ¥ Manage ¥ Close Help
I

1 — Ensure that the current directory is the openQRM Install directory using the cd command.

pengQRH-Enterprise-Appliance-HA-cluster-adnin
penQRH-Enterprise-Appliance-HA-cluster-setup

penQRH-Enterprise-License. txt
EADHE

2 — Enter the following command to begin the Appliance High Availability Setup:

sudo ./openQRM-Enterprise-Appliance-HA-cluster-setup

—
root@managementl:/home/storagedata/openQRM-Enterprise-Appliance# ./openQRM-Ente
rise-Appliance-HA-cluster- settﬁ)

3 —Select OK here
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openQRM Enterprise Appliance HA installer
Configures the openQRM Enterprise Appliance in highavailability mode
on two (or more) KVM Virtualization Host.

4 — Follow the installers steps to accept the license.

openQRM Enterprise License
openQRM Enterprise Server and Client Licenses Agreementh

(1) This openQRM Enterprise Server and Client License Agreement
(“Agreement”) is by and between openQRM Enterprise GmbH,

Berrenrather Strasse 188c, 56937 Cologne, Germany, and the Customer

as identified on the Order Form on the use of openQRM Software.

(2) openQRM Software is a client-server-based platform to manage and
automate complete Datacenter Workflows.

(3) This Agreement and its annexes shall form the entire Agreement.
Conflicting or deviating Customer conditions do not apply, even if
openQRM Enterprise GmbH grants licenses in full knowledge of Customer's
general terms and conditions.

1.

Definitions

For the purpose of this Agreement, the following terms shall have the
respective meanings below:

o»Client” means a physical Computer System which is integrated into and

EXIT

penQRM Enterprise License
Do you accept the openQRM Enterprise License?

Yes <No >

5 —Select OK here

openQRM Enterprise Appliance HA installer
Preparing Corosync/Pacenaker HA stack installation.

6 — Enter the hostname of the relevant system that the installer is running on.
For Management 1, use: managementl

For Management 2, use: management2

[ Configure cluster node 1 ]
Please provide the hostname of this system

{manaqemsntl

<Cancel>

7 — Enter the IP of the relevant system that the installer is running on. This can be found by running
ifconfig in a separate terminal.

[ Configure cluster node 1
Please provide the IP address of this system

{192.1&8‘18.219

<Cancel>

8 — Select OK or EXIT on the following screens to continue past them
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penQRM Enterprise Appliance installer N openQRM Enterprise Appliance
Found hostname managementl still connected to loglhost Adapting /etc/hosts as following ...
in /etc/hosts!.

openQRM Enterprise Appliance installer
127.8.8.1 localhost

# The following Lines are desirable for IPv6 capable hosts
:1  localhost ip6-localhost 1p6-loopback

7162::1 1pb-allnodes

102::2 ip6-allrouters

192.168.18.219 managementl

9 — Select Yes here

openQRM Ei
Adapt /etc/hosts?

10 — Enter the relevant name of the other system. This can differ depending which management
node this is running on.

For Management 1, use: management2

For Management 2, use: managementl

[ Config: luster node 2 |
Please provide the hostname of the 'other' system

lma nagement2lj

<Cancel>

11 - Enter the IP of the relevant ‘other’ system that the installer is running on. This means:
For Management 1, use the IP of Management 2
For Management 2, use the IP of Management 1

This can be found by running ifconfig in a separate terminal.

Configure cluster node 2 )
Please provide the IP address of the ‘other’ system

|-l§Z‘ 168.18.237

T <Cancel>
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12 — Select OK or EXIT buttons to continue through the shown dialogs

penQRM Enterprise Appliance
Adapting /etc/hosts as following ...

open(RM Enterprise Appliance i
127.0.0.1 localhost

# The following lines are desirable for IPv6 capable hosts
ol localhost ip6-localhost ip6-loopback

f62::1 1p6-allnodes

1762::2 ip6-allrouters

192.168.18.219 managementl

192.168.18.237 management2

13 — Select Yes here

openQRM Ente
Adapt /etc/hosts?

14 — Select OK on the following dialogs

penQRM Enterprise Appliance install penQRN Enterprise Appliance installe
Successfully setup opendRH Enterprise Appliance High-Avattbbitity. Removed openQRM Enterprise Appliance from regular init since it is managed
by corosync/pacemaker now.

enQRM Enterprise Appliance installer
Successfully installed openQRM Enterprise Appliance Cluster Manager. To
manage the openQRM Enterprise Appliance HA Cluster run:
openQRM-Enterprise-Appliance-HA-cluster-admin

15 — High Availability Cluster Installation is now complete

I
root@nanagement 1: /hone; storagadata/openQRM-Enterprise-ApplLianceé ./openQRN-Enterprise-A
ppliance-HA-cluster-setup
Updating package manager ... olease wait
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5.4.3 — SSH Configuration for Management Node
This is required for the Linux Cluster Manager to read system information from both Management

Nodes.

Please perform this section on both Management nodes

1 — Enter the following to edit the SSH config file:

sudo vi /etc/ssh/sshd_config
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froot@managementl:/home/storagedata/open(RM-Enterprise-Appliance# vl /etc/ssh/sshd contig |

2 — Find the line with the parameter PermitRootLogin. Change the whole line to:

PermitRootLogin yes

This should reflect the screenshot below.

Save and Exit.

File Edit View Search Terminal Help

35,15 13%

3 — Enter the following command into the terminal:

service sshd restart

Iroot:‘owanaqementl:/hme/storaoedata./openORH-Enterorise-Aggllance# service sshd restart ||
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5.4.4 — High Availability Cluster Admin Setup

This Utility is executed on the first Management node, but it can be executed on the second
Management node in the future if required.

(

Please ensure that this section is performed in a desktop environment (i.e. not an SSH Terminal)

1 — Ensure that the current directory is the openQRM install directory using the cd command.

penQRH-Enterprise-Appliance-HA-cluster-adnin
penQRH-Enterprise-Appliance-HA-cluster-setup
pengrn-enterprise-appliance. ing
penQRH-Enterprise-Appliance-setup
penQRH-Enterprise-License. txt

EADHE

2 — Enter the following command to start up the Linux Cluster Management Console:

sudo ./openQRM-Enterprise-Appliance-HA-cluster-admin
[oot@managementl ' /home/storagedata/openO-RM-Ente rprise-Appliance# ./openQRM-Enterp rise-}-\pl
pliance-HA-cluster-admin

3 — Click the Connect button in the management console

fession Edit Help [DRED and Pacemaker support and traning hore: LT Administrator | v ¥ Advanced|

7 Al Clusters

3|
§ managemert1 [ PivcomyE NaR Ao e
§ management2

‘ Linux Cluster Management Console ]

4 — Click Yes on this dialog

Select an Option X

(7] Doyouwancto accept the hostkey liype ssh-rsal from 19216820219 2
=1 MexFingerprint: 3h: as: F2ic1:6h:7h

5 — Enter the root password for management 1 into the dialog shown. In this case it was admin

Password Authentication x

host: management1
s password:
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6 — Click Yes on the following dialog

x

Select an Option

(2] Do you want to sccopt the hostkey ftype sshrsa) from 152150 10.237 7

7 — As seen in section 5.4.6, the OpenQRM High Availability Setup is Diagrammatically shown.

5.4.6 — Checking Cluster Status

Linux Cluster Management Console 1.7.11 x

session Edit Help [57B0 and Pacemaler support and tranng hare: LB Administratar || 7 Advanced)

[ Cluster Hosts )
'

& J managementl ] anling anling gl Ravert | - Manu
o J managament E Bwsnagsmsrtl E 4
+ B tietworks

# £ CRM Pacemakert i
o [3 Auaiable Senizes .wpenarmapphsn(e(Dpenqm‘ appliance)
+ [ Sonces | e st i —r—

i —

rHost Locations.

on managementl  |<<nothing selc... |+

on management2 |=: g sele... [+ |-

pingd —<nothing sele... |~
| same as <=nothing sele...

Start s Timeout 100 [Seconds
il|stop r Timeo

[100_[seconas

100 [szconds [«

Moritorfntoral |15 [seconas

|| status s Timeour

‘

Monitor / Startdelay [L5|Seconds
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5.5 - 0penQRM Resource Configuration
5.5.1 — OpenQRM local-server Plugin Installation

1 —Login into the OpenQRM Web Ul Dashboard like it was done in section 5.3.11.

2 —Click on the Plugin Manager text on the left-hand panel

. arum

ENTERPRISE

@& Datacenter

Dashboard
Server
¥ Components
Images
Kernels
Resources
Storage

Events

& Activities
Events
Commands

28 Plugins

Plugin ma@er

3 — Find the local-server plugin in the given list

I local-servar MISC Intagrates existing, local-installed Server into openQRM

4 —Click the INSTALL button

I local-server WISC Integrates existing, local-installed Server into openGRM

U

5 — Once the install process has completed. Click the START button.

I localserver [CnisC ) Integrates existing, local installed Server into openGRM

- |

6 — The local-server plugin will now be available.
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5.5.2 — Exposing Node Resources to the local-server Plugin
This process will need to be repeated for all nodes that will be used as a resource of any type. This

includes:

e RLN

e S25-T1-1
e S25-T1-2
e S25-T1-3
e S25-T1-4
e S2P-T2-1
e S2P-T2-2
e S2P-T2-3
e S2P-T2-4

1 — Please Open the OpenQRM VM using a VNC Viewer as seen in section 5.3.6 or through an SSH
Client using the IP recorded from Section 5.3.7.

2 — Enter the following into the OpenQRM VM Terminal

scp Jusr/share/openqgrm/plugin/local-server/bin/opengrm-local-server storagedata@<IP of
target machine>:/tmp/

Please replace <IP of target machine> with the IP of the machine that will have its resources utilized.
In this example, the IP of the RLN was used.

6 — Ensure that the current directory is /tmp using the cd command. This is where the file is
transferred to

~e O I::E_ _."'I tTm ]:_:l

: /tmps |
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7 — Enter the following command to get the MAC Address of the connect network adapter
ip addr

In this case, it was a8:1e:84:¢3:97:bf

Save this MAC Address for later use

Also save which network adapter is in use. In this case it is ens20f0

8 — Enter the following command into the terminal:
sudo ./openqrm-local-server intergrate -u openqrm -p openqgrm -q <IP of OpenQRM Server>
-i <Connected network adapter> -s http

Replace <IP of OpenQRM Server> with the IP recorded in step 3 within Section 4.3.7.

Replace <Connected network adapter> with the network adapter in Step 7.

Confi nﬂl_:lt__-n for
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5.5.3 — Displaying resource list
All resources added in Section 5.5.2 will appear now in a list. This is how to access that list.

1 — Find and Click the Resources text under the Components drop down list on the left-hand panel.

@ Datacenter

Dashboard
Server
w Components
Images
Kemels
Resources
Storage

Events

2 — Alist of all resources added will now be displayed.

Resources ©

Filter by Resource

Filter by Resource Type Vi
< o222 > »x % Id ASC 20 O
State

ACTIVE Id: 0 CPU: 2
Name: opengrm RAM: 3808/3951
Mac: NIC: 1
IP: 192.168.18.118 Load: 0.23
Type: Physical System

ACTIVE Id: 15381937416303 CPU: 40 O
Name: tier1-2 RAM: 765/257857
Mac: a8:1e:84:c3:97:bf NIC: 2
IP: 192.168.18.64 Load: 0.00

Type: Physical System
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6.0 — Hardware Links

e S2S(T41S-2VU)
2U 4-Node Server Featuring Highest Compute Density

e S2P (T21P-4U)

Ultra-Dense Extreme Performance Storage Server

(

=

¢HYPER
SCALERS
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7.0 — Software References

1. Rufus
For properly copying bootable ISO images to USB Flash Drive Media
rufus.akeo.ie
Accessed 2018/10/1
2. PuTTY
Windows SSH Client
WWWw.putty.org
Accessed 2018/10/2
3. WinSCP
SFTP and FTP Client. Useful for copying files to other machines

winscp.net
Accessed 2018/10/19
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